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,'2.4,& What is Steganography?

ey ‘the practice of concealing messages or
Goals information within other non-secret text
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What do we want to achieve?

s Hiding an image (or part of an image) in

Goals itself or another picture
Algorithm
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e © \Without detectable traces
L |1 (almost) real-time

* Without significant loss of quality

* Retrieving the data with a password



The algorithm (idea)
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24,& 1) Choosing the right pixels

semreeel © Start with a rectangle defined by the

Goals boundaries of the image/censored part

Algorithm . . . .
* Divide it recursively into smaller

rectangles
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24,& 1) Choosing the right pixels

el © The resulting rectangles are compared
Goals with respect to their Laplace magnitude
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ol

Examples |

Evaluation such that areas with higher contrast will
Outlook be sampled more accurately

* the four corner pixels and the middle
are saved
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Representation

semreeed © The information of the splitting process

Goals is stored as a binary tree

Algorithm ° The Channels Of the correspOnding

pixels are quantised to 32 values
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Explanations For SpECia lists:

Goals

Algorithm

NS The bitstream is encrypted by

2B Advanced Encryption Standard (AES) in
SO0k Cipher-block Chaining mode (CBC)
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( Encrypted bitstream
5088 11bit binary blocks )
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7bit ternary blocks
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Outlook .
Using our password, we get a pseudo-

random permutation

On those positions we hide the ternary
bits using mod-3 matching
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4) Hiding the information
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v—tmod3 =2

Special cases for v=1{0, 1, 254, 255}
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w2 Al Special case: Censoring

Selensiiene Needs additional information about

Goals censored area

Algorithm . . .
* Boundary information improves
Examples

B e reconstruction

Outlook * Characteristic pixels on boundaries are
not saved
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w2 A Recovering the image

ey The recovered secret serves as Dirichlet
Goals boundary data for the PDE:

Algorithm atu i diV(D(qu )VU)

Examples

N D has the two eigenvalues
Outlook 1
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A >0 is a contrast parameter
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Fig.: Compression ratio vs. MSE
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MSE := M - N Z:\nﬂzlz:lzl(fm,n _um,n )2
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Evaluation

e © Combines many state of the art

Goals techniques

B - Protected against detection/recovering

Examples

Evaluation ¢ (aImOSt) real'time
Outlook

* High quality of the results

* Vulnerable to changes of the cover
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iy © Faster algorithms/implementations

Goals could further speed up this method

8 L - Better choice of important pixels could

improve the quality
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Outlook * Extension of this method to image
sequences, etc.
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